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Abstract: Firstly, based on three subsets division property propagation technique, the propagation function of the K-set
and L-set of ARX block ciphers was constructed respectively. All vectors in L-set affected the propagation of K-set when
propagate through xored round key operation. With SAT/SMT solver, round reduced integral propagation functions of
ARX block ciphers could be established. Finally, by exhausting all possible input integral characteristics with proper data
complexity, round reduced integral distinguishers of ARX block ciphers could be found. The proposed method can be
used for searching integral distinguishers of ARX block ciphers including SIMON-like family block ciphers, HIGHT,
SPECK family block ciphers and LEA effectively.
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